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Web Hosting since 1994
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Manage your own self-hosted WordPress site(s)?

Manage sites for others?

Have sites on 3 or more different web hosts?

Who are you?
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DNS Overview
Basic DNS Concepts

Roles of the DNS players

Caches and TTLs

DNS Tools

Suggested order of events
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WP Migration Overview

Should you use export / import?

How to edit the database, if needed?

.htaccess file

What if you can’t access the database?
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What is DNS?
DNS is a Distributed Directory

Maps Names to IP Addresses:
www.swcp.com            216.184.2.198 
www.google.com            74.125.225.211

Distributed - Organizations are responsible for 
their own data

Global Consistency - better than “hosts.txt”
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DNS: The Players
Registrar - Handles registration and yearly 
renewal of the domain.

Name Server - DNS server that knows about 
some of DNS.  Types: Resolvers, Authoritative 
servers, Root servers.

Registry - Manages root servers for a TLD

ICANN - governs registrars and root servers.
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DNS Server Types
Resolver - the kind of server you query at your ISP.  
Knows how to find answers, and caches them.

Authoritative - the designated know-it-all for a 
specific domain.

Root Server - knows about the top-level domains.  
E.g. where the .com name servers are.

Secondary - backup authoritative server
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DNS Record Types

The term “zone” is interchangeable with “domain”.  
Ex zones: cnn.com, whitehouse.gov, swcp.com

NS - Name Server - tells what name servers are 
authoritative for a zone.

A - Address, www.swcp.com            216.184.2.198

MX - Names the email servers for a zone

CNAME - Canonical Name - like an alias
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Snippet of a zone file

whatever.com.     172800  IN      NS      ns1.someisp.net.
whatever.com.     172800  IN      NS      ns2.someisp.net.
whatever.com.     14400   IN      A       216.184.2.32
www.whatever.com. 14400   IN      CNAME   whatever.com.
whatever.com.     14400   IN      MX      10 mx1.whatever.com.
whatever.com.     14400   IN      MX      20 mx2.whatever.com.
vpn.whatever.com. 14400   IN      A       172.17.18.3

15Friday, September 13, 13

http://www.whatever.com
http://www.whatever.com


TTL

TTL = Time To Live - how long to cache

Every DNS record has a TTL

NS Record TTLs are large - 48 hours - cannot be 
changed

You can lower the TTL of other records
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Browser
http://www.swcp.com

ISP DNS Server
(resolver)

Q: www.swcp.com? A: 216.184.2.198

Simple DNS Query
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Browser
http://www.swcp.com

ISP DNS Server
(resolver)

Q: www.swcp.com? A: 216.184.2.198

Detailed DNS Query

root-servers.net

Q: .com NS?

A: gtld-servers.net

gtld-servers.net

Q: swcp.com NS?

A: ns2.swcp.com
ns2.swcp.com

Q: www.swcp.com?

A: 216.184.2.198

Resolver

Cache
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Caches and TTLs

ISP’s Resolver caches all those answers

Can lower the TTLs of the zone records to 
minimize downtime

NS Record TTLs are 48 hours - cannot be 
changed
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Best Order Of Events 

Configure new Name Servers w/old DNS records

Lower TTL for the zone (10M is nice)

Change NS records at registrar (wait 24-48 hrs)

Initiate registrar transfer at will

Change A/MX/CNAME records at will
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If you can’t do that... 

Some web hosts will turn off service if the NS 
records change.

Lower TTL on old Name Servers

Change A records in old Name Servers to point to 
new host.

Don’t Forget To Transfer The Domain Later!
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Registrar Transfer Issues

Transfer will take 2-10 days

Can’t transfer a new or newly-renewed domain

Some registrars may lock domain after contact 
change (Network Solutions, Go Daddy)

Minimize chances of this by only changing 
Admin contact, not Registrant Info
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Pre-Transfer Checklist

Make sure admin contact email address is good

Domain must be unlocked

WHOIS Privacy should be turned off

Get auth code, aka EPP Key, from current registrar

Initiate transfer request with new registrar
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DNS Tools

Good (safe) WHOIS lookup tool: 
http://www.tucowsdomains.com/whois

Zone checkers: http://mxtoolbox.com
http://www.nabber.org/projects/dnscheck/

dig is the best tool:
linux$ dig @kitsune.swcp.com costlow.org NS
...
;; ANSWER SECTION:
costlow.org.   7200    IN      NS      ns2.swcp.com.
costlow.org.   7200    IN      NS      kitsune.swcp.com.
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Ninja Troubleshooting

2 kinds of records are duplicated in the root 
servers and your zone file: NS and A records for 
your name servers.

Ensure NS records identical in zone and roots

Ensure Host Glue records match your zone.

dig @a.gtld-servers.net costlow.org NS
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WordPress Migration

Why are you migrating? 

 New web host 

Deploy a site a!er development, or make a staging copy

Change domain name
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What’s the big deal?
Copy files, copy database, done!  Right?

Maybe, if WAMP/MAMP uses same hostname:

Put www.yoursite.com in /etc/hosts file

Import database with phpMyAdmin

Upload files to server

Edit wp-config.php to use server’s database
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WP Import/Export?

Tools -> Export

Exports Posts, Pages, Users

Does NOT export custom data tables for 
themes and plugins

Sometimes works, but often incomplete
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Name Changes

Example domain name changes:

dev.mydomain .com                www.mydomain.com

www.oldname.com                 www.thisisbetter.com

www.site.com/newtest              www.site.com

These names get inserted into the database
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Example w/Name Change

Have existing site, www.ideasandcoffee.com

Want to create test site, ictest.swcp.com
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Name Change Steps
Have web host create new web site and database

Copy files from old location, upload to new

Download SQL dump of old database

Import the SQL dump into the new database

Edit wp-config.php

Search-and-Replace in database

Check .htaccess file
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Export old Database
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Import New Database

No picture for this one, too boring

Remember, save the .sql file for later

If things go badly in the search/replace step, just 
re-import your database

Add DROP TABLE from the export step was 
important
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Editing wp-config.php

// ** MySQL settings - info from your web host ** //
/** The name of the database for WordPress */
define('DB_NAME', 'yourdbname');

/** MySQL database username */
define('DB_USER', 'yourdbusername');

/** MySQL database password */
define('DB_PASSWORD', 'SeKrItPasSwOrd');

/** MySQL hostname */
define('DB_HOST', 'mysql.yourhost.com');
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Search/Replace in DB
Get searchandreplacedb2.php  from http://
interconnectit.com/products/search-and-replace-for-
wordpress-databases/

Upload it to the new site with FTP, and invoke it:

http://ictest.swcp.com/searchandreplacedb2.php

Remove searchandreplacedb2.php when 
finished!
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Search/Replace cont’d
Do we rea$y have to do it?

Mouse is hovering here
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Search/Replace cont’d
Yes, do it!
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Search/Replace cont’d
Gets db access info %om wp-config.php
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Search/Replace cont’d
Select a$ the tables, and the GUID option
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Search/Replace cont’d
Get the URL references first
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Search/Replace cont’d
Results of first substitution
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Search/Replace cont’d
Update file pathname references
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Search/Replace cont’d
There was just one, and we got it!
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Search/Replace cont’d
Can’t we just edit the database by hand?

44Friday, September 13, 13



Search/Replace cont’d
Example %om the wp_posts table

45Friday, September 13, 13



Search/Replace cont’d

What if the name you are changing from does not 
exist anymore?

Suppose we want to change from ictest.swcp.com to 
icdev.swcp.com, and the ictest.swcp.com name has 
been deleted from DNS.
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Search/Replace cont’d
What happened here?
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CSS Happened
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Search/Replace cont’d
How it is supposed to look
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Important Cleanup

Remove searchandreplacedb2.php
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.htaccess

If you get an Internal Server Error, probably an 
htaccess issue.

“Options a$” command may not be allowed.

If moving from “/subdir” to “/” - look for:

Change it to:

RewriteRule . /subdir/index.php [L]

RewriteRule . /index.php [L]
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No phpMyAdmin?

How to get a database dump without 
phpMyAdmin access?

mysqldump from command line:

Install “adminer” WordPress plugin.

Access via Tools -> Adminer

mysqldump -h dbhost -u dbuser -p dbname > dbname.sql 

52Friday, September 13, 13



adminer
Gets credentials %om wp-config.php
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adminer
Click “Dump”
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adminer
Click “Export”
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Thank You!

Slides: http://www.swcp.com/wc2013-costlow/

Mark Costlow

Southwest Cyberport

cheeks@swcp.com
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